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Connect your DVR into a Modem or Router using basic Ethernet / Cat-5 cable
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Step 2
Identify your Network IP Address

In order to identify your network IP addresses go to a computer that is connected
to the same network as the DVR.

On Windows, click the start button, select Run and type “CMD” as shown below,
and click OK. See example below:
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The command prompt below will appear. Type “ipconfig” and click Enter. It will
display a total of three different IP addresses (example 192.168.XXX.XXX).

ev CAWINDOWS\system 3 2\CMD.exe

Microsoft Windows HP [Uersion 5.1.260801
¢G> Copyright 19285-2001 Microsoft Corp.

C:sDocuments and Settings~Ouwnerripconfig_

e CAWINDOWS\system3 2VCMD..exe

Connection—specific DNE Suffix

IP Address. . . . 192_.168.1.3
Subnet Mask . . . 25525052558
Default Gateway . 192.168.1.1

C:Documents and SettingssOunerr_

The top address is your Computer’s IP address. The Default Gateway address is
your Router. Please make sure you write down all 3 addresses as they
appear. You will need them in order to complete the next step.



Step 3
Assign a unique IP Address to the DVR

You now must assign a unique IP address to your DVR on the Network. For
example, if your computer’s IP address is 192.168.1.3, you can make the DVR’s
address 192.168.1.4 by simply changing the last digit.

Go to your DVR and click MENU, select SYSTEM, and then NETWORK. Input
the new IP address you have selected into the DVR'’s “Network Settings,” along

with the Subnet Mask and Default Gateway address. Exit and Save your
changes in the DVR menu.
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987.0.0.9 DHCP 3
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Now that you have assigned an IP address to your DVR you can use the “ping”
command to see if it is recognized on your network.

Go back to your computer and click start , select Run, and Type CMD. Type

“PING 192.168. XXX.XXX” (DVR’s IP address) into the command prompt and
click Enter.

« Command Prompt

Microsoft Windows EP [Uersion 5.1.26081
(C>» Copyright 1985-2881 Microsoft Corp.

C:Documents and Settings~Ouner>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:

192.168.1.4: hytes=32 time=S1mz TTL=128

192 _.168.1.4: hytes=32 time=1ims TTL=128

192168 .1 .4: bytes=32 time=imz TTL=128
Reply from 192.168.1.4: hytes=32 time=1ims TTL=128

Ping statistics for 192_.168.1.4:
Packets: Sent = 4. Received = 4. Lost = A
Approximate round trip times in milli-seconds:
Hinimum = ims, Maximum = S5ims,. Average = 13ms

C:“Documents and Settings*Ouner>




¢+ Command Prompt

Microsoft Windows HP [Uersion 5.1.266@1
CG>) Copyright 1985-2801 Microsoft Corp.

C:*Documents and Settings“Ouwnerping 192 _168_8601._.6820

192.168 A+b With 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.16:
Packets: Sent = 4. Received = B, Lost = 4 (188x loss>.

C:“Documents and fSettings“Ounerr>_

If you get a “Reply” it was successful. If it shows “Request timed out” it means
your network connection has failed.

You now have access to the DVR from any computer on the assigned
network. Simply open the Internet Explorer browser and type
192.168.XXX. XXX (DVR's IP address). Then download the ActiveX control.
You will need to make some temporary changes to the security settings in your
browser in order to enable the ActiveX control.

Changing your Security Settings:

1. When you first access the DVR using Internet Explorer, you may encounter
this error when IE is trying to install the ActiveX control required to drive the
Remote View.

Intarnet Explorer - Security Warning

Windows has blocked this software because it can't verify the publisher.

Name: DVROcxEx.cab
Fublisher: Unknown Publisher

l% Tn help pratect yaore campnker, Windnws will black saffware when it frannnk
verify the publisher. See how this helps protect your computer.




2. For Internet Explorer to work with Remote View, settings in Internet explorer
must be changed. Click on Tools, and then Internet Options.
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3. Select the Security tab and click Customer level in order to change the
Active X control.

Internet Options - Security At Risk ==

General | Security | privacy | Content | Connections | Programs | Advanced |

5( Your security settings put your computer at risk

Select a zone to view or change security settings.

@ & v/ O

Localintranet Trusted sites  Restricted
sites

Internet

;@ This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone

Custom
- Your security settings are below the recommended
level, putting your computer at an increased risk of
online attack.
-To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

["]Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

[ o J[ concel Apply




4. Scroll down the list until you find “Download unsigned ActiveX Controls (not
secure)”. Change the setting to Prompt. Also, change the
Initialize and script ActiveX Controls not marked..... to Prompt

Security Settings - Internet Zone (3]

Settings

@ Enable 5
|# Download signed ActiveX controls
(7} Disable
() Enable {not secure)
@ Prompt {recommended)
|#| Download unsigned ActiveX controls {not secure)
(") Disable {recommended)
_| Enzble {not sacure)
@ Prompt
|#| Initizlize and script ActiveX controls not marked as safe for s
() Disable {recommended)
(") Enable {not secure)

@ Prompt
|#| Only allow approved domains to use ActiveX without prompt
(71 Disable
@1 Ershla T
] 11 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto!  [wadium-high (default) v [ Reset. |

| 0K | | Cancel |

5. Click OK to exit out the Security Setting window and click OK to exit out the
Internet option window. Close all Internet Explorer windows.

6. Launch Internet Explorer again. You should see a yellow bar stating that “Your
current security settings put your computer at risk. Click here to change
your security settings...”. DO NOT CHANGE ANY SETTINGS AT THIS
POINT. You may do so AFTER the ActiveX Control installation is completed and
you have successfully logged on to your DVR from another computer on the
network.



7. Right click on the yellow bar and select Install ActiveX Control. Please be
patient - the installation may take longer than expected depending on your
system’s performance.
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I@ Done




8. Once the ActiveX Control is installed, the Login Screen is displayed. This is an
indication that you have successfully installed the ActiveX Control and you have
connected to your DVR. Simply log on to your DVR using the correct username
and password. Please refer to your DVR manual to obtain this information.




Step 4
Open Ports on Router for Remote View

Log into your network Router by typing the Default Gateway IP into the Address
Bar on your Internet browser (For Example: 192.168.1.1). You will be prompted
to enter your Router’s user name and password. Please refer to your Router’s
manual to obtain this information. This will usually be set to something
simple, such as user name: “admin” and password: “admin”.

Once you get onto your router’'s main page the next step is to configure your
network for remote access. In order to do this, you will need to configure your
router's port forwarding settings.

The port forwarding process varies dependent upon router model. You can
visit www.portforward.com for a list of guides by router model. You can also
contact your router provider with additional questions regarding the port
forwarding process.

Configure Port Forwarding:

Go to “Port Forwarding” settings and select “Add Service”. In most cases, you
will need to forward HTTP (port 80) to your DVR’s IP (example
192.168.XXX.XXX). You can input port 5000 as the ending port. Make sure you
Forward the Ports on “TCP & UDP” Protocols.

Please refer to the “Port Forwarding” instructions in your DVR manual in
order to confirm which specific ports need to be forwarded.

/5 NETGEAR Router - Windows Intemnet Explorer
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Schedule
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Set Password
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http://www.portforward.com/

When you have finished configuring the port forwarding in your router, you will
need to test your network. Go to a computer on the same network as your DVR
and type www.canyouseeme.org. Your “Public IP” address will appear and it will
ask which port you want to test. Please enter the port that you opened for your
DVR (port 80) and select Check. You will get a response indicating whether it
was a “Success” or an “Error.”

CanYouSeeMe.org - Open Port Check Tool

This page will serve as a free utility for remotely verifying a port is open or closed. It will be
is running or a firewall or ISP is blocking certain ports.

Your IP: 72.184.189.97 Common Ports
} FTP 21

2
What Pf)rt. 110 SSH 2
€ _Ch“i.\ Telnet 23

If the test was successful, your ports are open and you can now access
your DVR remotely over the internet by typing your “Public IP” in the
address bar on your Internet browser.

If you get a response indicating there was an error, can either contact your router
manufacture so they can assist you in the Port Forwarding process, or just

double check to see if you made any potential errors in the port forwarding
process.
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http://www.canyouseeme.org/

Step 5.
View your DVR Remotely over the Internet

There are two types of IP addresses - static and dynamic. Static IP addresses
never change. If you have a static IP address you can always use the same
“Public IP” address in order to access your DVR.

Dynamic IP addresses may change each time you connect to the network (e.qg.
Internet). Most people have dynamic IP addresses which are assigned by their
internet service provider.

If you have a dynamic IP address, you will need to register with a DNS service
and create a “Hostname” which will automatically be notified of any address
changes. Once you have received a “Hostname” you will be able to access your
DVR remotely by entering the Hostname in your internet browser.

Dynamic DNS is a free service that provides you with a Hosthame in order
to access your DVR remotely. Please follow the instructions below to
register.

@'O' !\‘ hetp//www o) ! ‘f; X 1“' Google

20 —_— —
or Favorites (i 48 Suggested Stes v 2 Get More Add-ons v

" DynDNS.com: Free DNS Hosting, E-mail Defivery, ..

Biov ) B v O em v Pagev Sefeyv Tookv @ 7

New to DynDNS.com? °

Take o new W and see what we do

DNS Services 4
D0 for state and dynamic [P address

Mailllop Services
Engure relable emal delvery
. Search |
@ Free Dynamic DNS ,@ DNS Hosting & Domains
POINt & hostname 10 & Jynamc or S 1P sddress o LRL, Regeter your domain 8nd pont it 1o an [P address o URL
*  Host your own webele ot horm for freet o Emny-torcse web rderlace with poweriul expert tock
* Cannect to your workstation, DVR, webcam from anywhars, ¢ Secondary and primary ONS servers arcund the globe
- dyndns bez =] ladg Add
g 2 et CF
& Intemnet | Protected Mode: Off a4~ %1% -
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1. Open up Internet Explorer and access this website:
http://www.dyndns.com

2. On the upper right hand corner of the page, click on Create Account.

': Govgie R o~

74 8 Suggested Sites » 2 Get More Add-ons ~

| Creste DynDNS.com Account or Login vy * % @ v Pagev Safety~v Tgok~v v

-

Partveed

Support

Create an account or log in to continue

Username:
Password:

Confirm password:

Email:

V] DynDNS.com newsletter
(1 or 2 per month)
| Oyn Inc. press releases

I} Ramave HTML formatting from email

Security Image:

I

5%

Enter the numbers from the above mage:

I agree with the scceptable use policy (AUP} and privacy policy.

< m »

@ Intemet | Protected Mode OFf

3. Fill in the necessary information to create the account. Make sure you write
down your Username and Password since you will need to enter them into
the DVR later.
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http://www.dyndns.com/
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We've sent an email to jaosnismo® yahoo. com, to verify your -
’ account. Flease chedk your inbox and click on the confirmation link. & E

I you do not receve the email in the next few minutes you can try

resending 1.

Thanks for choosng DynDNS.comi

© 1998-2009 Dynanic Netwark Servicws fnc, - Lamal Notces - Privcy Poley - Contacty 2N TRUSTe -
<[l e ————————————— e —— ——
OlmemﬂlpmtmedMndPOﬂ fa v H100% ~

4. Check the inbox of your mail system to obtain an account activation email
from DynDns.com. Confirm the account by clicking the link in the email.

5. Once your account is activated, log in using the username and password you
have registered with DynDNS.com.
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[0 Bitps /o dymdng.com/ account - ﬂ[ b,l,('-_". gle Mo

i Faverit

i B
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Account Support News
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My Services
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Account Settings

2 o8 View, moddy, s Update your billing Update your emall
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your services. o purchase, and view - preferences, and
Hy T Do MIVOiCES. delete your account
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[DOMan Sernvices
Change Possword
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Dynamic ONS Pro Contact Manager

|
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Sprng Server VPS Auto Renew Setting Move Senices
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6. Navigate to “Add Host Services (Highlighted in Yellow)” under My
Services.

7. Put in any name you desire under Hostname. Choose the domain name
under the list from the drop down menu.
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oz Fovorites | (g 8 Suggested Stes v ¢ Get More Add-oms v

0 DyRDNS.com - My Account - Host Sesvices — 5.

C DynDNS... e g —]

ty (neare Mot Sevesa o & Fm e A
About Services Account Support News
A Add New Hostname ! Host 5
Create Acoount

Note: You currently don't have any active Dynanves DS Pro wupgrades in your atcount. You cannot use some of
Logn our Host Service features. Faying for an Dynamic DNS Pro upgrade will make this form fully functional and wall

Lost Py dd soveral other festures.

I o, My Gt Hostname: . athex 3

al
“ Wildcard Status: Disablad [YWamt ):"QQQQJ‘ blogdns com

Service Type: omﬂmwadacf{lmll:::;
Search WebHop Redirect [ blogsite org
| Offine Mastname [ boldlygoingnowhore org o
oy |dnsahas com
Search) dnsalias net
- (dnsahas oeg
IP Address: |ansdop com
wmmmzﬂ&mmw net
111, value 15 60 second 9n9¢s.01g
doasntaxist com ‘
|doesntexist org
|dontexist com
|dontexist met
Mall Routing: [ Yes, let me configur dontexist org
X dwrdns org
dyn-o-saur com |
dynalias com Ty o
dynalias net 170 Can |
dynahas org
dyndns biz
|dynens info |
& 5998-2009 Dyrueweg Netorirk Sorvues Ing, - Lonel Netues - Privary Suiy 1 dyndng org | -
@ Internes | py YNEnS :’

8. Enter the IP address or click “Use auto detected |IP address
XXX XXX XXX . XXX”, then click Add to Cart.
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[account/sernces/hosts/ add hemi & Internet | Protected Mode: Off s Ri1% -~

9. Once you Add to Cart, the request will be shown in a shopping cart with
$0.00. Click next to continue. Make sure you write down the Hostname and
IP Address since you will need them later.
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Fevortes | Ly 8 Suggeited Stes = £ Get More Addons

L DynDNS.com « My Account - Billing -« Checkest

My Services
Account Settings

Bihing
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Blng Profie

(m—

Shopping Cart
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- Upgrade Options
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Dynamic DNS Mosts

yidl.sesdolo.com

Plesse enter coupons i the box below end dick "Add Coupon®.

#usd Coupon

Would you like to prnt an emnate/quote?

Sub Totak $0.00

Order Totak $0.00

L HNes>>

view our

refund polcy
| 5 MeAkew SECURE|

TR0 DALY 155007

PN Y eva .

@ intanet | Protected Mode: Off fa v RI0%N v

10.The next screen is the Free Services Checkout which will should you the
host name you have registered. Click Activate Services to continue.
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11. The host service is now completed. The receipt will indicate the host

name you have registered and the IP address that is associated with the
Host name. Enjoy the free service.

Go to your DVR and click MENU, then SYSTEM, and then NETWORK. Select
the option for DDNS setup and enter your assigned Hosthame along with your

“Public IP” address and Password that you have selected. Exit and Save your
changes in the DVR Menu.

You should now be able to access the DVR remotely by simply entering the
Hostname in your Internet Explorer browser.
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